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Program analysis tools help developers write correct software
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int main(int argc, char **argv) {
char *keys;
size_t keycc, oldcc, keyalloc;
bool with_filenames;
size_t cc;

int opt, prepended;

int prev_optind, last recursive;
int fread_errno;

intmax_t default context;

FILE *fp;

exit_failure = EXIT_TROUBLE;
initialize_main (&argc, &argv);
set _program name (argv[0]);
program name = argv[0];

//
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int main(int argc, char **argv)
char *keys;
size t keycc, oldcc, keyalloc;
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size_t cc;

int opt, prepended;

int prev_optind, last recursive;
int fread_errno;

intmax_t default context;

FILE *fp; St t'
exit_failure = EXIT_TROUBLE; a Ic

initialize_main (&argc, &argv);
set _program name (argv[0]);

program name = argv[0]; > An a Iyze

/] ...

* Correctness proof

* Bugs

N ToP VIEW

Dynamic:

—e——3

* No mgmory bugs * Execute

* Not malicious

.S.ENTERPRISE

u.
NCC-1701-A




Problem: Missing information about inputs

int main(int argc, char **argv) {
char *keys;
size t keycc, oldcc, keyalloc;
bool with_filenames;
size_t cc;

int opt, prepended;

int prev_optind, last recursive;
int fread_errno;

intmax_t default context;

FILE *fp;

exit_failure = EXIT_TROUBLE;
initialize_main (&argc, &argv);
set _program name (argv[0]);
program name = argv[0];
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Problem: Missing information about inputs

int main(int argc, char **argv) {

char *keys;
size_t keycc, oldcc, keyalloc;

* Too hard to analyze

* Missing program
documentation

program name = argv[0];
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Problem: Missing information about inputs

int main(int argc, char **argv) {

c, oldcc, keyalloc;
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Solution: Infer missing information
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Problem: Missing code needs summaries
Solution: Interactively infer summaries

' Problem: Fuzzer aided by input language
- Solution: Automatically infer input language
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int main(int argc, char **argv) {
char *keys;
size_t keycc, oldcc, keyalloc;
bool with_filenames;
size t cc;
int opt, prepended;
int prev_optind, last_recursive;
int fread_errno;

intmax t default context;

FILE *fp;

exit_failure = EXIT TROUBLE;
initialize main (&argc, &argv);
set _program name (argv[0]);
program name = argv[0];

//
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Find malicious behaviors using source to sink taint flows

Information leak: location flowsto Internet
SMS Fraud: phone # usedin  SMS send
Ransomware: network packets encrypt files
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size_t cc;

int opt, prepended;

int prev_optind, last_recursive;

int fread_errno;

intmax_t default_context;

FILE *fp;

exit_failure = EXIT_TROUBLE;
initialize_main (&argc, &argv);
set_program name (argv[0]);
program name = argv[0];
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int main(int argc, char **argv) {
char *keys;
size t keycc, oldcc, keyalloc;

bool with_filenames;

) location — Internet

int prev_optind, last_recursive;

int fread_errno;

i e e i U SMS — Internet

exit_failure = EXIT_TROUBLE;
initialize_main (&argc, &argv);

Android app taint analysis malicious behaviors



int main(int argc, char **argv) {
char *keys;

size t keycc, oldcc, keyalloc;

Native code
Java reflection
Deep abstractions
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int main(int argc, char **argv) {
char *keys;
size t keycc, oldcc, keyalloc;

bool with_filenames ;
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//
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int main(int argc, char **argv) {
char *keys;
size t keycc, oldcc, keyalloc;
bool with_filenames;

summaries

int fread_errno;

intmax_t default_context;

FILE *fp;

exit_failure = EXIT_TROUBLE;
initialize _main (&argc, &argv);

summaries
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int main(int argc, char **argv) {

char *keys;
ize t keycc, oldcc, keyalloc;
bl with_filenames;

summaries

fread errno;
tmax t default_context;
LE *fp;
ft_failure = EXIT_TROUBLE;
itialize main (&argc, &argv);
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int main(int argc, char **argv) {

int prev_optind, last_recursive;

int fread_errno;
intmax_t default_context;
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Taint Analysis
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Android Framework




Taint Analysis

1. Double lat = getLatitude(); Android App

getLatitude()

Android Framework
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Taint Analysis

Double lat = getlLatitude();

List list = new List();

list.add(lat);
Double latAlias = list.get(0);

Android App

2

add(...) get(...)

getLatitude()

Android Framework
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Taint Analysis

Double lat = getlLatitude(); Android App
List list = new List();
list.add(lat); i

Double latAlias = list.get(0);

String latStr = latAlias.toString(); ;‘\ /\

add(...) get(...) toString()

getlatitude()

Android Framework
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Taint Analysis

Double lat = getlLatitude();

List list = new List();

list.add(lat);

Double latAlias = list.get(0);
String latStr = latAlias.toString();
sendHttp(latStr);

Android App
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Android Framework
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Taint Analysis
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Taint Analysis

Double lat = getlLatitude();

List list = new List();

list.add(lat);
Double latAlias = list.get(0);

. String latStr = latAlias.toString();
. sendHttp(latStr);

Android App
Va—
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e Native code
e Java reflection
 Deep abstractions

Android Framework




Flow summary
* Describes taint transfer
e @flow(x, y) means “x tainted = y tainted”

class Double:
@flow(this, return)
String toString() {}



Alias summary
 Describes aliasing
 @alias(x, y) means “x may alias y”

class List:
@alias(arg, this.val)
void add(Object arg) {}

@alias(this.val, return)
Object get(Integer index) {}



Taint Analysis

Android App
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add(...) get(...) toString()

getlLatitude()

sendHttp(...)




Taint Analysis

class Li§t: | Android App
@alias(arg, this.val)
void add(Object arg) {} TN
@alias(this.val, return) /\/\
Object get(Integer index) {} ‘ | VA

add(...) get(...) toString()
class Double:

@flow(this, return) getLatitude() sendHttp(...)
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Writing summaries is time consuming:
e = 30,000 framework methods

e =~ 10,000 needed for a typical app
* Maintenance

Insight: Only some methods are relevant
e > 200 apps
e About 1,600 summaries



Fuyl ) write summaries as needed




getTime() \ put(...) — getFirst(...) — getHour(...) sendSMS(...)
set(...) > at(...) >

clone()

getLatitude() add(...) > get(...) —— toString() sendHttp(...)

add(.. )Xength( clone()
getLongitude() set(...) add(.. ) toString() writeFile(...)
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location — Internet
SMS — Internet

Step 1: Worst-case analysis [ceviceo-svs

Step 2: Infer summaries %

Step 3: Analyst corrections A\ 4




Step 1: Worst-case Analysis

Android App

add(...) get(...) toString()

getLatitude() sendHttp(...)

Summaries




Step 1: Worst-case Analysis

Android App

4 4

v ‘V v v

add(...) get(...) toString()

getLatitude() sendHttp(...)

Worst-case summaries

location — Internet
device ID - SMS




Step 2: Summary Inference

Android App
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getLatitude() sendHttp(...)

Worst-case summaries
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device ID - SMS




Step 2: Summary Inference

Android App
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add(...) get(...) toString()
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getLatitude() sendHttp(...)
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Step 3: Analyst corrections

Android App

v 1 v

add(...) get(...) toString()

getLatitude() sendHttp(...)

Inferred summaries

location — Internet
device ID - SMS




Step 3: Analyst corrections

Android App
8. class Double: add(...) get(..)  toString()
9. @flow(this, return)
10. String toString() {}
getLatitude() sendHttp(...)
Summaries
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Step 1: Worst-case analysis

class Double:
@flow(this, return)
String toString() {}

Android App
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add(...) get(...) toString()

getLatitude() sendHttp(...)

Worst-case summaries

location — Internet
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Step 2: Summary inference

class Double:
@flow(this, return)
String toString() {}

Android App

4 4
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add(...) get(...) toString()

>

getLatitude() sendHttp(...

Inferred summaries

location — Internet
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Step 3: Analyst corrections

class Double:
@flow(this, return)
String toString() {}

Android App
add(...) get(...) toString()
getLatitude() sendHttp(...)

Inferred summaries

location — Internet




Step 3: Analyst corrections

1. class List: Android App

2. @alias(arg, this.val)

3. void add(Object arg) {}

4 . A A ?

5. @alias(this.val, return)

6. Object get(Integer index) {} /\/\

7 | oo 5 location — Internet
8. class Double: add(..) get(..)  toString()

9. @flow(this, return)

10. String toString() {}

getLatitude() sendHttp(...)

Summaries




Assume: The analyst answers correctly
Guarantee: Results are as if we know all summaries
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CFL Reachability: Phase 1
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CFL Reachability: Phase 1
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CFL Reachability: Phase 2
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CFL Reachability: Phase 2

* Source sink paths
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CFL Reachability: Phase 2

* Source sink paths
* Labels along path satisfy:
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CFL Reachability: Phase 2

* Source sink paths

* Labels along path satisfy:
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CFL Reachability: Phase 2
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Missing Summaries
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Missing Summaries

class List:
@alias(arg, this.val)
void add(Object arg) {}

@alias(this.val, return)
Object get(Integer index) {}

class Double:
@flow(this, return)
0. String toString() {}
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Missing Summaries
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Step 1: Worst-case Analysis
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Step 1: Worst-case Analysis
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Step 1: Worst-case Analysis

1. class List: O .t

Y
4. F s
5. @alias(this.val, return) L tAling A“ - .
6. Object get(Integer index) {} bt = 5 osering
7. 1 g, :';z w Oretiosering
8. class Double: text] ;
9. @flow(this, return) ;
10. String toString() {} HTTE

SrcRef New New Assign Assign (Put[val] € £*) Assign New New Assign = L (C )
Get[Val] Assign Assign RefRef New New Assign Assign RefSink flow



Key idea: Worst-case Subgraph



Key idea: Worst-case Subgraph




Key idea: Worst-case Subgraph




Step 1: Worst-case Analysis

. LOC

1. class List: lm Ot
< Olist

retgetLatitude lg
E aXJ544 ? this, gq [edssi -
A pssiED list

4. . . lat/%; retget<--§-e-t-[-‘-’-@-l-1thisg;t/%/

5. @alias(this.val, return) latAlias <,

6. Object get(Integer index) {} latString £hiS ogring

7 > g, g ?rettostring

° :;% 24 F_Dh geﬂ“ ----
8. class Double: Pty e ret, <.
9. @flow(this, return)

‘ | STHINEN]

10. String toString() {} HTTE




Step 1: Worst-case Analysis

. LOC
1. class List: - Ot
g, o
< )/ Olist
retgetLatitude lg
E Arg,uite> this, g sy -
Z. . y AN ~=ien
PsSS\ A\ AR P&S\ A\ list
4 * . ] lat/%? ret,.. <Getlvall thisg;t/%/
5. @alias(this.val, return) latAlias <,
. . $Sign
6. Object get(Integer index) {} latString £hiS. crring
7 > Qse, ? ?rettostring
. 5 X 2 b
8. class Double: Pty e ret, <.
9. @flow(this, return)

‘ | STHINEN]

10. String toString() {} HTTE




Step 1: Worst-case Analysis

1. class List: O .t
arg —tS> thig .
o7 A3 s
4. ’ . v’;l . Asst
5. @alias(this.val, return) Lataline A“ B "
6. Object get(Integer index) {} lats S sering
7 74 s, g © €Liostring
8. class Double: text]. o §Z
- 7
9. @flow(this, return) 5
10. String toString() {} HTTE

SrcRef New New Assign Assign € Put[val] € Assign New New Assign
Get[Val] Assign Assign RefRef New New Assign Assign RefSink

€ L(Cﬂow)



Step 2: Summary Inference

1. class List: Ot
O ist
Z
‘ ﬂdqa E\ﬁ%‘ihl“%ﬂd- Assion ;
4 ot} o1 On P&SS'\“ st
° > ~ val

5. @alias(this.val, return) lataliase i
6. Object get(Integer index) {} Lt Stains SRS g ring
7 74 s, g © €Liostring
8. class Double: text]. o 5z

: z
9. @flow(this, return) 5

10. String toString() {} HTTE




Key Idea: Shortest Path



Key Idea: Shortest Path

e: 1/2 e: 1/2
T

/ N\

01 On

(Other edges have weight 0)



Step 2: Summary Inference

. LOC
1. class List: - Ot
g, o
< )/ Olist
retgetLatitude 7 5 lg
E argaddL)tL)thisadd Assj :
Z. . y AN ~=ien
PsSS\ A\ AR P&S\ A\ list
4 * . ] lat/%? ret,.. <Getlvall thisg;t/%/
5. @alias(this.val, return) latAlias <,
. . SSiop
6. Object get(Integer index) {} latString £hiS ogring
7 > Qse, ? ?rettostring
. g % i
8. class Double: text) o ret, <.
9. @flow(this, return)

‘ | STHINEN]

10. String toString() {} HTTE




Step 2: Summary Inference

1. class List: St
o ist
= €:1/2 e 1/2 . . %%
= AN s JF
4 . Y - 1 vr;l — PsSS\
5. @alias(this.val, return) latAlias S“_ b )
6. Object get(Integer index) {} LAt Steing SR Seostring
'7 > s ?E © etiostring
. " Sy E $eﬂ“
8. class Double: e 2
- =
9. @flow(this, return) 5
10. String toString() {} HTTE




Step 3: Analyst Corrections

1.

© 00 Jd o O

10.

class List:

@alias(this.val, return)
Object get(Integer index) {}

class Double:
@flow(this, return)
String toString() {}

LOC
Olat

R
Olist

retgetLatitude

ENVRIIN

3

Z
€12 ye: 112 . <
arJaad > t,\ >Thi1S,44 [cAssion l

. R ( 0'1/‘"' On ?f\ list
lat Getlval y/

TSrssy

............... 1 :
yﬂ/retget< thisge:
latAlias Ao
MY n

latString thi:stoString

% ASSI EO

o

v v
tethendSMS ret

HTTP

‘ | STHINEN]




Step 3: Analyst Corrections

1. class List: LO; Olat

2. @alias(arg, this.val) e i ,/@/ Olst
3.  void add(Object arg) {} B =25 PO 05 |t E
4. lftyy et <G8l 1o ST
5. @alias(this.val, return) L otAling 4%“/ - =

6. Object get(Integer index) {} latString\lK R4S st

8. class Double: texty .- YT

9. @flow(this, return) g

1

0. String toString() {} @




R OWooJdJoUbd WDMNDHRK

class List:
@alias(arg, this.val)
void add(Object arg) {}

@alias(this.val, return)
Object get(Integer index) {}

class Double:
@flow(this, return)
String toString() {}

@

G >3
g >
—

retget Atitude

TSy

latAlias

lats =g

\4

®  USISS

text]

o
0
=
w0

n

LINEN |

HTTP

ctlval _
get get

o l_StoString

.
5>
3>



Evaluation

 Total: 179 apps (Symantec/Google Play/Darpa)
* Flow: 179 apps
 Alias: 156 apps
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Evaluation: Alias Summaries
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Human users hold valuable knowledge
* A little interaction goes a long way



Related Work

* Interactively inferring program invariants
(Dillig 2012)

* Interactively inferring library specifications
(Zhu 2013)



Follow-Up Work
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* [Instrumentation to enforce responses
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Follow-Up Work

Untrusted Responses (OOPSLA 2015)
* [nstrumentation to enforce responses

“Interact” with Executions

* Step 3: Analystcoerreetions— Monitor executions

Automatic Test Generation
* Input: Androidapp— Synthesized test cases



Inferring Grammars
for Fuzz Testing

Osbert Bastani, Rahul Sharma, Alex Aiken, and Percy Liang
PLDI 2017



int main(int argc, char **argv) aa>hi</a>

char *keys;

size t kevee, oldce, keyailee; <a>>hi</a> line 2 covered
<a></b> .
line 5 covered
line 11 covered

int prev_optind, last_recursive;
int fread_errno;

intmax_t default context;

FILE *fp;

exit_failure = EXIT_TROUBLE;
initialize_main (&argc, &argv);

set_program name (argv[0]);
program name = argv[0];

/7 ...

<a>hi</a>

program & input modify input and test reachable code



Security Vulnerabilities (Miller 1990, ...)

<<a>ai</a>
3

int main(int argc, char **argv) ({
char. *keys;
size t keycc, oldcc, keyalloc;
bool with filenames :
size t ca-

int op
int ’ /
int b
in!.' S

FIL

exit i ;
inigh oy - rgv) ;
set pr@gran name (&¥gV, ),
program name = argv[O0];

/...




Compiler Bugs (Yang 2011, ...)

return 2 + 3;

& b~ 4
g <
mov eax, 0 mov eax, 1
- .. -

5 6



Compiler Bugs (Yang 2011, ...)

return 2 + 3;

& b~ 4
g <
mov eax, 0 mov eax, 1
- .. -

5 =+ 6




int main(int argc, char **argv) aa>hi</a>

char *keys;

size t kevee, oldce, keyailee; <a>>hi</a> line 2 covered
<a></b> .
line 5 covered
line 11 covered

int prev_optind, last_recursive;
int fread_errno;

intmax_t default context;

FILE *fp;

exit_failure = EXIT_TROUBLE;
initialize_main (&argc, &argv);

set_program name (argv[0]);
program name = argv[0];

/7 ...

<a>hi</a>

program & input modify input and test reachable code



int main(int argc, char **argv) {
char *keys;
size_t keycc, oldcc, keyalloc;
bool with_filenames;
size t cc;

in+ Ant nranandad -

AxmL = (a+ - +2)
AXML - <a>AXML</a>

*
AxmL = AxmL

o L S

program name = argv[0];
/] ...
}

<a>hi</a>

program & input

<a>hi</a><a>hi</a> /
<a>hihi</a>/
<a><a></a></a>_f

modify input and test

line 2 covered
line 5 covered
line 11 covered

reachable code




int main(int argc, char **argv) { aa>hi</a>x

char *keys;

size_t keycc, oldcc, keyalloc; <a>>hi</a>x

bool wi th_filenames H

size t cc; <a></b>x

in+ Ant nranandad -

&

int main(int arge, char **argv) {
char *keys;
size_t keyce, oldcc, keyalloc;
bool with filenames;
size_t cc;
int opt, prepended;
int prev_optind, last_recursive;
int fread errno;

TS — S ARG

program name = argv[0];

//

intmax_t default _context;

FILE *fp;

exit_failure = EXIT_TROUBLE;
initialize main (sargc, &argv);
set_program name (argv([0]);

<a>hi</a> S

program & input modify input and test reachable code
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int main(ine axge, char Margv) { <a>hi</a><a>hi</a> /
IS e ki, revshioe <a>hihi</a>/ line 2 covered
e ecananda: <a><a></a></a>_/

AxmL = (a+ - +2)

line 5 covered
Axmr, = <a>Axm</a> line 11 covered

a2 *
2R AxvL — Axw,

e ]

program_namg = argv|[0];

/7 ...

<a>hi</a>

program & input modify input and test reachable code



int main(int argc, char **argv) {
char *keys;
size_t keycc, oldcc, keyalloc;
bool with_filenames;
size t cc;

in+ Ant nranandad -

AxmL = (a+ - +2)
AXML - <a>AXML</a>

*
AxmL = AxmL

o L S

program name = argv[0];
/] ...
}

<a>hi</a>

program & input

<a>hi</a><a>hi</a> /
<a>hihi</a>/
<a><a></a></a>_f

modify input and test

line 2 covered
line 5 covered
line 11 covered

reachable code




Grammar Synthesis Algorithm

[
Ay, = <a>hi</a>

1 ifa €L
O — XM

xmL(@) {0 otherwise
\_

~

L

J

input example &
membership oracle

AxmL = (@+ - +2)
AXML — <a>AXML</a>
AxmL = AxmL

grammar approximating
target language Ly,
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Idea: Construct a series of increasingly general languages

generalization steps

aip =|<a>hi</a> C (<Ka>hi</a>)" < (<a>(hi)</a>)" C

/ N\

current language L; generalized language L;, ¢

Monotone: Li;q1 2 L;
Precise: Lit1\ L; € LymL
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Check Precision

infinite!

/

Forevery a € (<a>hi</a>)" \ <a>hi</a>:
Oxmi(a@) =1



Check Potential Precision

finite subset of checks

/

Forevery a € § € (<a>hi</a>)" \ <a>hi</a>:
Oxmi(a@) =1
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Evaluation

Grammar learning: Compare to existing algorithms
Fuzz testing: Compare to existing fuzzers



Evaluation: Grammar Learning

Baselines: L-Star, RPNI
Grammars: URL, Grep, LISP, XML

Inputs: membership oracle 0
50 random strings E;, € L,



Evaluation: Grammar Learning

Precision: # valid sampled inputs

# sampled inputs

Recall: # true inputs that might be sampled

# true inputs

F1-Score: 2 - precision - recall

precision + recall
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Evaluation: Fuzz Testing

Fuzzer: synthesize grammar,
randomly resample subtrees of parse tree

Baselines: naive (random insertions/deletions)
afl-fuzz (production fuzzer)

Programs: Grep, Sed, Flex, Bison, XML Parser
Python, Ruby, SpiderMonkey (parser only)



Evaluation: Fuzz Testing

Valid coverage: Cov(E) = #(lines covered by E N L,)
Incremental coverage: IncCov(E) = Cov(E) — Cov(ajy)

. . IncCov(E
Normalized: NormIncCov(E) = (E)

IncCov(Eaive)
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Evaluation: Fuzz Testing
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Evaluation: Fuzz Testing

valid normalized incremental coverage

D W R, U N 0

O

flex grep

bison

==ur najve

afl-fuzz

xml ruby python

B srammar-based



median 2X improvement in
incremental coverage



Learn program properties from input-output examples
 “Extreme” form of active learning



Related Work

* Infer program invariants from executions

(Ernst 2007)
* Infer program input grammar using dynamic

taint analysis (Hoschele 2016)



Conclusions & Related Work

Infer...

 Flow summaries (Zhu 2013)

* |nput formats (H6schele 2016)

* Sources/sinks (Livshits 2009)

* Typestate specifications (Beckman 2011)

* Program invariants (Ernst 2007, Dillig 2012)



Conclusions & Related Work

Inference can substantially improve
the cost-effectiveness of program analysis tools
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Questions?



Backup Slides



SrcSink = SrcObj FlowsTo RefSink

SrcObj  — SrcObj FlowsTo RefRef FlowsTo

SrcObj  — SrcRef FlowsTo

FlowsTo — New

FlowsTo — FlowsTo Assign

FlowsTo — FlowsTo Put|[f] FlowsTo FlowsTo Get|f]




Aggregating Summaries over Time
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Step 1: Worst-case analysis
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Step 2: Infer summaries %

Step 3: Analyst corrections \

specification
inference

deploy app with
instrumentation




Untrusted Responses (OOPSLA 2015)

location — Internet
SMS - Internet

Step 1: Worst-case analysis | &=

Step 2: Infer summaries %

Step 3: Analyst corrections \ )

specification
inference

deploy app with
instrumentation

inferred (reachability) summaries eliminated 92% of false positives
compared to using worst-case summaries
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Step 1: Worst-case analysis |eviceo=sws
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“Interact” with Executions

location — Internet
SMS — Internet

Step 1: Worst-case analysis |ceviceio=sws

Step 2: Infer summaries %

Step 3: Monitor executions

inferred 432 true positives (with 48 false positives)
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Automatic Test Generation

Step 1: Synthesize tests &

Step 2: Infer summaries Q\\



Automatic Test Generation

Step 1: Synthesize tests

Step 2: Infer summaries %




Automatic Test Generation

Step 1: Synthesize tests

Step 2: Infer summaries %

Java Collections APl summaries: 733 inferred versus 58 existing



<a>hi</a>
T

int main(int argc, char **argv) ({
char *keys;

Axmr, =~ (at - +2)

AxmL = <a>Axmp</a> pa rse r

*
Axmr = AxmL

int fread_errno;

/...

intmax t default_ context;
FILE *fp;




aa>hi</a>
T

int main(int argc, char **argv) ({
char *keys;

) s tched ‘>’!
XML — XML parser unmatccne '

*
Axmr = AxmL

int fread_errno;

/...

intmax t default_ context;
FILE *fp;




<a>ai</a>
T

int main(int argc, char **argv) ({
char *keys;

Axmr, =~ (at - +2)

AxmL = <a>Axmp</a> pa rse r

*
Axmr = AxmL

int fread_errno;

// ...
same behavior <}

intmax t default_ context;
FILE *fp;




<a><a>hi</a></a>
T

int main(int argc, char **argv) ({
char *keys;

Axmr, =~ (at - +2)

AxmL = <a>Axmp</a> pa rse r

*
Axmr = AxmL

int fread_errno;

// ...
new behavior! <

intmax t default_ context;
FILE *fp;
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Coverage-Guided Fuzz Testing

<a>hl</ a> <a>hi</a><a>hi</a> / :
<a>hihi</a> ./ line 2 covered
<a><a></a></a> Jf .
v line 5 covered
3 line 11 covered
%o;fém_nam; = argvl0];
program & input modify input and test reachable code

scored using coverage

40% improvement in incremental coverage on XML (preliminary)



Lexer Synthesis

4 )
<a>hi</a>
. 1 lfC( € LXML
Oxm (@) = {O otherwise
\_ J

oracle & input

<a>[a—z]|'</a>

lexer

AxmL = (a+ - +2)
AXML - <a>AXML</a>
AxmL = Axm

grammar
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